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3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) ^3 Claim(s) 23,26,27,34 and 36-38 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) |EI Claim(s) claims 23, 26-27, 34, and 36-38 is/are rejected. 

7) n Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
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application from the International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 
Allowable Subject Matter 

The indicated allowability of claims 34, 36-38 are withdrawn in view of the newly 
discovered reference(s) to Bastian et al.. Rejections based on the newly cited 
reference(s) follow. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 . Claims 23, 26-27, 34, and 36-38 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Huff et al. (U.S. Patent Number 6,408,391 B1 ) in view of Monroe 
(U.S. Patent Number 6,392,692 B1 ) in further view of Bastian et al. (U.S. Patent 
Number 6,757,712 B1). 

Regarding claims 34 and 38, Huff discloses in a mobile platform (see column 13 lines 
37-62 and FIGURE 5), a security system for monitoring an onboard communication 
system communicating over a wireless link, which reads on claimed "intermittent link," 
(see column 5 lines 19-20, lines 59-64 and column 61-65), the security system 
comprising: 
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• an onboard network (100) accessible to a plurality of users, wherein the users 
are taught by Huff et al. to be internal and external users. See column 3 lines 2- 
9; 

• a security server (114, 500, 600) onboard the mobile platform, which reads on 
claimed "intrusion detection system," connected to the onboard network (100, 
700,732); and See FIGURE 1 column 5 lines 33-53 and FIGURE 5 column 13 
lines 44-62; 

• an Response Engine Module (272), which reads on claimed "onboard security 
management system," which resides in the said security server (114), responsive 
to the said server (114) for initiating an action to address potential intrusion event 
(see column 1 1 lines 22-45) based on a set of objects, which collectively called 
agents or missions), which reads on claimed "policies." See column 9 lines 6-17. 
Further, the action is directed to one of the said plurality of users on the said 
onboard network (100). See column 11 lines 32-38; and 

• wherein, the action includes, as disclosed by Huff et al. as a misdirection 
category, wherein an intrusion event is suspected or as a defensive category, 
which reads on claimed "normal operational state," where the user is notified. 
Additionally, the intruder can be blocked utilizing a offensive category, which 
reads on claimed "disconnect state," in which access by a user of a specific 
access point on the onboard network is prevented. See column 1 1 lines 38-45. 

However, Huff does not explicitly state wherein the said security system communicates 
with a terrestrial-based system. 
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Monroe teaches, as referenced by FIGURE 6 of a safety and surveillance 
equipment (transport installed system), residing on the said commercial vehicles, which 
reads on claimed "mobile network platform", the said transport installed system being 
interconnected via a link to the ground station or personal security unit, as disclosed in 
column 2 lines 46-48, 56-61, which reads on claimed "terrestrial-based network security 
management system." 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify Huff et al. in view of Monroe in order to provide a 
security monitoring system capable of being implemented on a mobile platform used to 
monitor and transmit intrusion information back to a terrestrial-based system. 

However, the combination of Huff and Monroe, although the combination teach of 
a wireless link, the combination fails to clearly render support as to that wireless link 
being an intermittent link. 

Bastian et al. clearly teaches that the wireless link used to connect terminal on 
airplane to a based station is an intermittent link. See column 5 lines 39-43. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify the combination Huff et al. and Monroe to further 
include Bastian et al. in order to provide the use of a intermittent wireless link from the 
users on an aircraft to a base station. 

Regarding claims 23 and 36, as the combination of Huff et al., Monroe and Bastian et 
al. are made, the combination according to claim 34, 
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Monroe teaches in column 12 lines 41-52 where information is sent from the 
aircraft to the ground base surveillance system. 

Regarding claims 26, as the combination of Huff et al., Monroe and Bastian et al. are 
made, the combination according to claim 34, Huff continues to disclose wherein the 
Response Engine Module (272) maintains an indication of a current operational state of 
each one of a plurality of network user access points of the onboard network. See 
column 12 lines 2-24. 

Regarding claims 27, as the combination of Huff et al., Monroe and Bastian et al. are 
made, the combination according to claims 26, Huff continues to disclose wherein the 
indication indicates one of: 

• a defensive category, which reads on claimed "normal operational state." See 
column 11 lines 22-32; 

• a misdirection category, which reads on claimed "suspect operational state "," 
wherein an intrusion event is suspected. See column 1 1 lines 32-38, and 

• a offensive category, which reads on claimed "disconnect state," in which access 
by a user of a specific access point on the onboard network is prevented. See 
column 1 1 lines 38-45. 

Regarding claim 37, as the combination of Huff et al., Monroe and Bastian et al. are 
made, the combination according to claim 34, Huff continues to disclose wherein the 
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Response Engine Module (272) further operates to install a network traffic blocking filter 
(firewall) on one of a plurality of user access points of the onboard network. See 
column 5 lines 36-53. 

Response to Arguments 

Applicant's arguments with respect to claims 23, 26-27, 34, and 36-38 have 
been considered but are moot in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to RANDY PEACHES whose telephone number is (571) 
272-7914. The examiner can normally be reached on Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Charles Appiah can be reached on (571) 272-7904. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Randy Peaches/ 
Examiner, Art Unit 2617 



/Charles N. Appiah/ 

Supervisory Patent Examiner, Art Unit 2617 



